
























































































































■ Create tags for the fields that are most important to your party. For more information on tags, see page 22.

■ Remember to avoid a "catch all" notes column in your individual records which can make your database unmanageable.
Build a practice of self-discipline across your party to create a new category, or tag, for each new data point so your

databases remain manageable and useful into the future.

■ Keep your data organized. See page 25 for guidance on structuring your data around audience type and unique

identifiers.

■ Work towards building and systematically maintaining a database, either through a spreadsheet or a more elaborate

Customer Relationship Management (CRM) software, that includes each of the individual records.

■ Make data digital in the first place, where possible. Instead of spending hours transferring data from a physical sign-in

sheet, use a short digital sign in form that automatically populates the results into a database. If your data isn't already

digitized, refer to page 26 for further guidance on digitizing your data.

■ Ensure that your data is stored in a commonly recognized format (.csv or .xis for example) so that you have the ability
to easily export the data or transfer the data from one platform to another. See page 30 for more information on data

portability.

■ Note that some countries, including those in the European Union, have requirements around the "right to data

portability," so check your local regulations to see if your country has similar requirements.

■ Review the principles for creating a strong database environment on page 27. Ensure that whichever database you have

chosen prioritizes data access, data integrity and data security.

■ As your lists of data grow and become more difficult to manage, consider the differences between spreadsheets and

CRMs and potential advantages of paying for a CRM to help manage your data (page 29).

External Communications 

■ Revisit (or establish) the key values your party wants to be core to all external communications (see page 32).

Frequently revisit these values to be sure they're consistently expressed throughout your messaging.

■ Remember key values should not be decided by the party in isolation, and should be driven by citizen concerns.

See page 33 for guidance on soliciting priorities and key values from citizens to help inform the values of your

party.

■ Establish a well-structured communications team to manage your different communication goals and tools, or at

minimum clearly assign roles and responsibilities related to external communications if you do not have the resources to

build a full team (page 36).

■ Take the time to train your external communications team on the key components of effective digital communications,

including how to build trust (page 34), how to manage crisis communications (page 34) and how to combat mis/

disinformation (page 35).

■ Develop a social media strategy to guide your use of digital tools, including how you plan to integrate those digital tools

into existing analogue communication strategies (page 37).

■ As you develop a social media strategy, think through opportunities to collect contact information from

potential new members as a way to grow your contact list and expand your messaging reach (see page 38).

Consider the ladder of communications and how you can integrate that principle into your work.

■ Does your party have a central platform to clearly communicate your party values in a centralized place, such as a

website or Facebook page?

■ If you don't have a central website, visit page 38 for guidance on creating a party website as a critical resource

to share your party's core values and goals.

■ Take the time to convene across the party to take stock of the digital tools your party is already using to communicate

externally with members or potential members.
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■ When an employee or volunteer leaves the party, ensure that their user account is deleted and any shared

accounts to which they had access are reset with new passwords.

■ If sharing an account on social media, make sure to change the password on at least a monthly basis. As noted

above, change it off cycle when an employee or vendor who used to have access to the account leaves.

■ Screen new employees and vendors carefully to ensure they do not have a history that could harm the party's

reputation or security, or potentially become an insider threat.

■ Secure physical offices and devices from surveillance and theft.

■ Train staff on best security practices regularly (provide refreshers), including safe storage and management of

party-owned devices with sensitive information. A stolen laptop could give the thief access to sensitive data.

■ Maintain physical security of the workplace. Lock the doors and only give access to trusted individuals.

■ Implement an organization-wide requirement to change passwords regularly, typically every three months.

■ Back up data regularly to a secure platform.

■ Protect the party's website using a cyberattack-mitigation platform such as Cloudflare or Deflect.

■ Use VPNs to protect your party's internet traffic from intruders (see pop-out box for additional guidance). This

can be especially important if staff are using party computers or mobile phones on public wifi or untrustworthy

networks.

Cybersecurity and Digital Safety Resources 

■ The Rapid Response Network and CiviCERT created a Digital First Aid Kit that is a great resource for emergency

situations, such as when you lose access to your social media account, your website is attacked or you are facing

harassment online.49 

■ Security in-a-box: Collection of digital security tools and tactics.50 

■ Security First' s Umbrella App gives you free digital and physical security advice.51 Security First also has on line training

courses (in English) on various topics, including secure communications and phishing-attack defense.52 

■ Access Now's Internet Shutdown and Elections Handbook.ill

■ Access Now's "A First Look at Digital Security."54 

■ Access Now's Digital Security Tips.fill

■ The Cybersecurity Campaign Playbook includes guidance on safely conducting a digital campaign.56 

50-"Digital First Aid Kit." Rapid Response Network and CiviCERl Accessed 17 Aug 2022, digitalfirstaid org/en/index html 
51-Security In-a-Box. Accessed 17 Aug. 2022, securityinabox.org/en.
52-"Umbrella." Security First. Accessed 17 Aug. 2022, secfirst.org. 
53-"Services and Training." Security First. Accessed 17 Aug. 2022, secfirst.org/training/.
54-"lnternet Shutdowns and Election Handbook." Access Now. Accessed 17 Aug. 2022, accessnow.org/internet-shutdowns-and-elections-handbook/.
55-"A First Look at Digital Security." Access Now, Oct. 2020, accessnow.org/cms/assets/uploads/2020/10/A-first-look-at-digital-security-OCT2020.pdf. 
56-"Protect Yourself and Your Community Use These Digital Security Tips." Access Now, 6 Dec. 2018, accessnow.org/protect-yourself-and-your-communi­
ty-use-these-digital-security-tips.
57-Cybersecurity Handbook for Political Parties.” National Democratic Institute for International Affairs, 2023, https://parties.cyberhandbook.org/
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